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Agenda - October 11, 2023

09:00-09:30

Reception & Registration, Lobby of the Peretz Naftali Building
for Social Sciences, Tel Aviv University

09:30-11:00

11:00-11:15

11:15-12:45

12:45-13:30
13:30-14:00

Academic panels, 1st Session:

» 1A.New Insights into the Yom Kippur Strategic Surprise
(Hebrew), Room 527

» 1B. Intelligence and Society, Room 615

Coffee Break

Academic Panels, 2nd Session:

» 2A. Emerging Technologies and Advanced Methods in
Intelligence Collection and Analysis, Room 527

» 2B.Strategic Surprises: Models & Case Studies, Room 615

Lunch

Speech by Maj. Gen. Aharon Haliva, Head of the IDF Intelligence
Directorate, Bar Shira Auditorium

14:00-14:30

Academization of Intelligence Studies, Bar Shira Auditorium
Dr. Barry Zulauf, President of the International Association for
Intelligence Education

Dr. Ofer Guterman, The Institute for the Research of the
Methodology of Intelligence

14:30-15:40

15:40 -16:00
16:00 -17:30

Expert Panel: Strategic Surprises - Past, Present, and Future
Bar Shira Auditorium

Prof. Eviatar Matania, Head of the Security Studies Program, Tel
Aviv University

Brig. Gen. Naama Rozen-Grimberg

Military Secretary to the President of the State of Israel

Mr. Meir Ben Shabbat, Director of the Institute for Zionist
Strategies and former National Security Advisor

Brig. Gen. (Res.) Itai Brun, Former Commander of the Research
and Analysis Division, IDF

Coffee Break

Plenary Session, Bar Shira Auditorium

» Remarks by the Minister of Intelligence

» Remarks by Head of the Israel Intelligence Heritage &
Commemoration Center, Head of the Institute for the
Research of the Methodology of Intelligence, and Head of
the Security Studies Program at Tel Aviv University

» Annual Awards Ceremony

Keynote Speech by Lt. Gen. (Res.) Aviv Kohavi, the 22nd Chief

of the General Staff of the Israel Defense Forces
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About the Conference

Duringthe last twoyears, the Institute for the
Research of the Methodology of Intelligence
has been promoting a project to accelerate
the academic teaching and research of
intelligence studies in Israel. So far, the
project includes the development of courses
on intelligence, the creation of academic
degrees with a major in intelligence studies,
and the establishment of the Israeli Forum
for Intelligence Studies (IFIS).

IFIS was established in the beginning of the
previous academic year, in October 2022.
IFIS seeks to advance the local academic
community by providing a platform for
knowledge sharing and collaboration among
senior and junior scholars, both within Israel
and abroad.

In its first year of operation, nearly 90
researchers have registered as members
of the forum. Approximately 60% of them
work in academia as faculty, teachers, and

graduatestudents,andtherestworkinthink-
tanks, the public sector, or independently.
Throughoutthisyear, wehavehad10sessions
on various subjects, including the impact
of intelligence on international security
and the superpower struggle, strategic
surprises, covert action, public perception
of intelligence, and intelligence education. In
this regard, we have hosted 9 distinguished
scholars from foreign universities as guest
speakers, from the United States, the United
Kingdom, the Netherlands, and Spain.

In view of this mission, IFIS, with the support
of The Institute for the Research of the
Methodology of Intelligence (IRMI), The
SecurityStudiesProgramatTel AvivUniversity,
and the Israeli Ministry of Intelligence, has
decided to hold a conference marking 50
years since the intelligence surprise that
preceded the Yom Kippur War of 1973.



R
( 1 0
\Z

N\

>
)y

N\

:N11WIn
D122 DI' NYNDA 7V D'WTN D770 NN

527 '0n 171N

Panel 1A:

New Insights into the Yom Kippur Strategic Surprise
[in Hebrew] Room 527
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Chair & Discussant: Prof. Emeritus Uri Bar-Joseph, Haifa University

Mr. Or Fialkov, The Yom Kippur War Center
»New Insights into the “Special Means of Collection” in the Yom Kippur War
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Col. (Ret.) Shlomo Gueta, Col. (Ret.) Amnon Shefi
and Col. (Ret.) Danni Melamed

»Intelligence Contribution to the Techno-Tactical Readiness of the Israeli Misslile
Boat Flotilla in the 1973 October War
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Brig. Gen. (Res.) Itai Brun, Tel Aviv University
»Mechanisms to Deny Reality: Lessons from October 5, 1973
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Dr. Orit Miller-Katav, Ariel University
»On the Road to the Inevitable: Failures and Strategic Surprises Marking the
50th Anniversary of the Yom Kippur War

NN NU'0111IX ,ANI-17'N ANIR 1T
NNN7N7 MW 0'WNA (1202 NIMUIUOKX NIYADNI INIZW'D Y101 1711 78 11714
0’4227 o

TV [NTN NAIZNA NI MUPRNW DMIN7I DN 1700 1967 DM DWW NN INN7
DNNNNNA IXWI ,INM7NNW DUNWN DMONI72'T D20 1973 NIWA DNINDA DI NN Y7
A7WI DINWAEMNTRIM AN AT 27W2 AN20N X .DI7W 1T0N7 OXINTT NNATA7 '1D'0
INTIINND NN TN (107 7WNN DY DN DN NN17 XA NIWRIA 7RIW N7Wnn
NIN NIV WI7W .DI7W 1700 MW7 NRIYT [NND Y'XA7 11002 TR U 012N 71'XN
YN 21N NI DYIND DYUN TRIM NY7W 78w T 7V n72700 X7 [N DK AN L, WhN
nmnN7n DTN 78w N700 1T NRpRnY OTTYN AW T 7Y INTY PNIVXD W .AnT n1un
NIRWNNE NIONIZArTA NI7'WNA 701V AT 3700 .YINA 121010 7NN 12102 0NXN DY AW
2XN 7NNN NIRTNAN 12 NIANT7 UDN7 IWYIW 0MINIAN DYYARNAE ANTERNW NN
170NN .ANN7NN YNA7 DM N 77200 WK DURWNN DI (I7WD7 NN NN
XN 7101 7W TN 02NN AN NIRIENT INERNW DUTINEDINIXD DOWENN AN RN
D'WANN 7W DNIP2 NN 0NN IE0 7NN ONI7aTa 1700 7Y ynwni Jwnnn annn
N170 72 DN NNN7RN 1D AR NN YDA DR VIR X1 YNWN? T 010Nz
NNWPNW 1T N771 ANAY - NITR DINAN 7W NRXIN X' ANIWNINNEDMTUNIZY TN 017002

SN 7AIN7 22V INAXD TXN 7V N7 78w NI7nnn 22 7y

Col. (Res.) Dr. Itai Shapira, University of Leicester
» The Influence of the Yom Kippur War over the Israeli National
Intelligence Culture
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Panel 1B:
Intelligence and Society, Room 615
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Chair & Discussant: Col. (Ret.) Miri Eisin, Reichman University
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Ms. Roberta Coelho, Universidade Federal de Goias

»Beyond the Anglosphere: A Brazilian Perspective on Intelligence Studies

This article analyzes the development of intelligence studies from the
Brazilian perspective. Brazil plays a central role in geopolitical terms. With
the largest territory and population in South America, it has the tenth largest
economy in the world and 60% of the Amazon rainforest. As a regional
power that rivals developed countries in various economic sectors, Brazil
needs an efficient intelligence service that enables proactive decision-
making, the maintenance of its sovereignty and the empowerment
of its economic position. Through a mixed scientific methodology, this
work aims to investigate how the contributions of academic researchers
and professionals from the intelligence community have impacted the
institutional improvement of intelligence in Brazil.
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Dr. Yossi Kugler, Yad Vashem
» “Their Intention and Slogan to Throw Us into the Sea - It Is Not a Flowery
Phrase”: Yehoshafat Harkabi and Arab Hostility

Yehoshafat Harkabi became head of the Israeli Military Intelligence
Directorate in 1955, succeeding Benjamin Gibli who was dismissed after the



“Lavon Affair." He served during a period of active security issues, including
the retaliation actions, the "Second Round"” discourse, and concerns over
Soviet involvement in the Middle East. Despite his esteem, he was removed
in 1959 due to the "Night of the Ducks" scandal, affecting his expected path to
becoming Chief of Staff. Harkabi later assumed roles of significance within
the Israeli government and became a notable researcher in Middle Eastern
and international relations.

Today Harkabiis mainly remembered as one of the founding figures of Israeli
intelligence, and the one who sparked a debate in the 1980s over the Bar-
Kochba Revolt. However, his peak public prominence occurred during the
1960s and 1970s, when he extensively wrote about Arab animosity, defining
it as antisemitism, among others. In this lecture, | will discuss how this
prominence unfolded, how Harkabi described Arab animosity, and how his
perceptions were received among different segments of the Israeli public,
as well as his political perception. Questions that, surprisingly, have not been
deeply explored until these days in research or public discussions.
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Dr. Avner Barnea, Haifa University

»Israel Security Agency (ISA): Checks and Balances through a Comparative Study
This paper aims to examine how the ISA is coping with the need to fulfill its
missions and, at the same time to keep the balance between executing its
tasks and obeying the directions of the legal and executive control.

Since the passing of the ISA law in 2002, this organization has been granted
more power. It seems that the checks and balances systems have not
adapted accordingly to the new situation. Giving too much power to the ISA
becomes obvious comparing it to similar organizations in other democratic
states, may endanger democratic society values in areas like privacy and
human rights.

This paper will point towards various areas that will need to be considered
for better control to make its power more restrained.

The first part of this paper will discuss the status of ISA until 2002; the second
one will present the situation since the ISA law was passed in 2002 compared
to other democracies and the last one will present a few case studies to
show the complicated status of checks and balances systems supposing to
control the ISA performance.
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Panel 2A:

Emerging Technologies and Advanced Methods in
Intelligence Collection and Analysis, Room 527
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Chair & Discussants: Dr. Ehud (Udi) Eiran, Haifa University, The Institute for the
Research of the Methodology of Intelligence (IRMI), and Dr. Ofer Guterman, (IRMI)
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Dr. Shay Hershkovitz, Virginia Tech and IRMI,

and Ms. Shoval Ben Yair, IRMI
»Breaking Barriers with ChatGPT: Empowering Structured Analytic Techniques
(SAT) for Enhanced Intelligence Analysis

This presentation proposes a novel exploration of Generative Al's potential
in intelligence analysis, a realm yet to fully exploit this technology. The
study revolves around an experiment conducted using CHATGPT within
the framework of the CIA's Structured Analytic Techniques (SATs). The
tool demonstrated remarkable creativity in Contrarian Techniques and
Imaginative Thinking Techniques, generating contrary arguments and
plausiblefuturescenarios.ItexcelledinRedTeamAnalysis, offeringcompelling
alternative hypotheses. However, it faced challenges with Diagnostic
Techniques, which require inaccessible facts and deep understanding. The
study concludes that while Generative Al can mitigate cognitive biases and
diversify insights, caution is needed in interpreting and validating outputs.
Practical tips for analysts using similar tools are also provided, emphasizing



the importance of specific training, critical evaluation, and precise task
definition. This research opens a new avenue in the discourse on Al's role in
intelligence analysis and decision-making, making it a timely and relevant
topic for discussion in today's data-driven world.
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Brig. Gen. (Res.) Irai Brun, Tel Aviv University,

and Dr. Tehilla Shwartz Altshuler, Israel Democracy institute

»A Seat at the Table: ChatGPT in National Security Rooms

The presentation describes the lessons learned from several series of
simulations that we recently conducted to test the ability of OpenAl's
ChatGPT to assist to produce an intelligence assessment as a basis for
strategicdecision-makingunder extreme uncertainty.One of the series dealt
with the Yom Kippur War (the others dealt with Pearl Harbor and another
fictional event). As far as we know, this is the first empirical experience, on
a large scale, with LLMs (Large Language Models) in the context of strategic
intelligence. The main finding of the simulations is that the ChatGPT has
a high ability to point out a contradiction between a conception and
contradictory information, without the biases that allow and cause human
analysts to find ways to dim the contradiction and stick stubbornly to what
is known, expected and desired. The approach we propose regarding the
potential use of ChatGPT and similar Generative Al products is that of a “seat
at the table". According to our approach, Robots are not intended to replace
intelligence analysts, but rather to be used to enrich their thinking process
and creativity.
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Dr. Yonit Rusho, Shenkar College of Engineering, Design, and Art,

and Mr. Alon Sasson, IRMI

»Unveiling the Challenges of Knowledge Sharing in Intelligence Organizations:
Exploring the Thorny Path of Innovators

Intelligence communities, while focused on gathering and analyzing
information, face limitations in knowledge sharing due to classification
mechanisms and organizational culture. We explore knowledge sharing
between intelligence and civil communities, using Social Exchange Theory
and Social Network Analysis as frameworks.



Interactions within WhatsApp groups of intelligence and civil experts were
analyzed, tounderstand knowledge sharing patterns. The analysis highlights
differences between closed homogeneous intelligence networks and
heterogeneous networks, indicating suboptimal sharing. The study suggests
breaking clique circles to enhance knowledge sharing within intelligence
communities.

Next, a digital game designed to simulate a secret environment examined
the influence of Al agents on knowledge sharing within intelligence groups.
Findings reveal that the presence of Al agents change knowledge sharing
patterns.

The unique sharing patterns discovered suggest that intelligence personnel
share within closed groups and exhibit caution when outsiders are present.
The study emphasizes the importance of providing tools for knowledge
sharing enhancement.
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Mr. Yair Ansbacher, Ariel University, and Dr. Ron Schleifer,
Ariel University

» The Emergence of OSINT as an Invaluable MILINT Resource

The Russian-Ukrainian Conflict of 2022 brought to light a totally new
phenomenon in military intelligence gathering whereby everyday citizens
served as the eyes and ears of battle—in real time—and disseminated
that data across all available social media platforms. (OSINT) for military
intelligence gathering has subsequently been recognized as an intelligence
tool perhaps more valuable than HUMINT. Real-time MILINT by assets on
the ground--who were not trained in formal intelligence gathering--has
eclipsed other traditional methods of MILINT and is proving itself to be an
invaluable tool that willimpact future military conflicts. Our researchintothis
phenomenon indicates widespread possibilities for further development.
Soon man will be able to paint a complete picture of a given battle.
Concomitantly, we are researching academic methodology for gathering,
comparing, and validating the social media data being transmitted from
the Russo-Ukraine conflict and others. What will come out of our research
is an operational and data-gathering template for future holistic OSINT in
preparation for future military conflicts.
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Panel 2B:
Intelligence Failures and Strategic Surprises:

Models and Case Studies, Room 615
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Chair & Discussant: Dr. Yaacov Falkov, Tel Aviv University & IRMly
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Dr. Yaacov Falkov, Tel Aviv University, IRMI

» ‘A Major Russian Attack Will Begin On the Romanian Front”: Discovering
the Strategic Deception Plan Implemented by Soviet Intelligence During
Operation Bagration in the Summer of 1944

On 22 June 1944, the Soviet Union launched a strategic offensive operation
in Belorussia. Codenamed Bagration, it was aimed both at annihilating the
enemy's salient on Belorussian soil and at preventing the Wehrmacht from
shifting troops to counter an Allied assault on France. Over the next two
months, the Red Army almost completely destroyed the German Army
Group Center and was able to come close to the Third Reich's eastern border.
Based on the discovery made at the German State Military Archives, the
proposed talk will show that complementing the deceptive moves carried
out by the Soviet armed forces and field intelligence in early June 1944, there
existed also a months-long deception plan executed by Soviet strategic
intelligence. The audience will learn how a series of reports flowing to
German military intelligence from different, allegedly non-related reliable
sources in Europe and the Middle East and speaking about the Soviet
intention to reach the Balkans through Romania shaped Berlin's perception
of strategicsituation onthe Eastern Front and therefore secured Bagration'’s
spectacular outcomes.
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Ms. Shira Shaham, UC Berkley

»Mixed Cities in the May 2021 Events - The Birth of a New Battlespace?

The thesis analyzes the causes and enablers of the May 2021 riots in Israel
through a national security lens. By examining three previous civil outbreaks
Israel faced, | examined this strategic surprise and questioned whether
the Israeli security community gathers its intelligence at the right places.
| also explore if there is a systemic “blind spot" that should be recognized
and addressed if a security community misses several mass civil eruptions
(2021, 2000, 1987). This qualitative study focuses on Lod as a case study of
severe civil violence; the findings reveal a complex situation where local
cleavages, such as socioeconomic disparities, inequalities, and ideological
gentrification, converged with national tensions in the Palestinian arena.
The relations between the Jewish majority and the Arab minority at the
state and municipal level played a significant role as horizontal inequalities
emerged violently in mixed cities, where relative deprivation is substantial,
andLod s the salient embodiment of these phenomena. The events pinpoint
the acknowledgment that horizontal inequalities and socioeconomic
disparities are crucial components of a national security perception.
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Prof. Emeritus Yakov Ben-Haim, The Technion

»Uncertainty: Friend or Foe?

More evidence is better than less because evidence can reduce uncertainty
and enhance understanding. Some evidence augments uncertainty. Both
types are important. Different strategies select evidence in each category.
Consider the selection of evidence that would enhance one's understanding.
Should one seek financial data about a source (E1), or home-country
connections of that source (E2)? Much remains unknown after obtaining
this evidence. One prefers E1 if the impact of residual uncertainty is lower
than with E2. That is, one prefers seeking E1 if the robustness to residual
uncertainty is lower with E1.Now consider selection of evidence that would
enhance one's uncertainty by undermining one's understanding, perhaps
eventually leading to deeper understanding. E.g., evidence undermining
prevailing conceptions (E1), or impugning trusted sources (E2). One prefers
E1 if the impact of augmented uncertainty is greater than with E2. That



is, one prefers seeking E1 if the opportuneness from residual uncertainty
is greater with E1. These evidence-selection strategies prioritize evidence
differently. The resolution is based on info-gap decision theory:.
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Dr. Amiram Markovich, Haifa University

» Tailoring Competitive Information Sources to the Sequence of Dynamic
Capabilities

| am honored to present the article "Tailoring Competitive Information
Sources to the Sequence of Dynamic Capabilities,” based on my doctoral, in
collaboration with Prof Kalanit Efrat & Prof Daphne R.Raban, publishedin the
reputed Journal of Management & Organization.

Dynamic Capabilities (DC) - sensing, seizing opportunities/threats,
reconfiguration/Innovativeness - are central to firms' strategic decision-
making and receive increasing attention due to information society’s
development. This research provides evidence for the distinct & shared
influence of web-based & human information sources in advancing the
formation of dynamic capabilities while exposing unic new effects. The
research highlights the strategic potential of using differential business
information sources to advance DC while differentiating between the
most commonly used information sources and inspecting their individual &
synergistic effects on DC's advancement. The research Identifies potential
connections between competitive intelligence (Cl) and strategy, displays
how (I fits the new stream of DC, connects CI practicums and academy
research, and assists in developing Cl as a separate research stream.
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Dr. Iltzhak Gerberg, Haifa University

»Feasibility Model as a Methodological Tool for Strategic Intelligence Assessment
The feasibility model can be used as a preliminary assessment of strategic
intelligence assessment, complementary to the “Devil Advocacy” approach,
intelligence supervision, and noise reduction.

The model stems from quantum theory, which consists of five elements
transformed into thirteen determinants of a multidimensional fabric
converging to a single value.

The five hardcore elements of the feasibility model: (1) Robustness
that constitutes infrastructure; (2) Withstanding that designs changing



environment; (3) Adaptation that positions actual context; (4) Resilience
that consolidates human agency constructivism; (5) Empowerment that
performs an active process.

The thirteen determinants of the feasibility model are examined by
feasibility indicators: (1) Structural correctness; (2) Applicable/functional
efficiency; (3) Setup readiness; (4) Environmental preference; (5) Time
accuracy/synchronization; (6) Spatial orientation/transparency; (7)
Situational actuality; (8) Certain likelihood/stability; (9) Wisdom sagacity /
deep understanding; (10) Consciousness lucidity; (11) Imagery clarity; (12)
Memory clearness; (13) Operative effectiveness.

The indicators can be encoded by mechanical learning using Aland quantum
computers.





